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IHOOPMALLIMHNX CUCTEMAX

PoGou4a nporpama HaB4anbHOiI gucuunniim (Cnnadyc)

PekBi3uTU HaB4YaJIbHOI AMCLMUNNIHU

PiBeHb BULLLOT OCBITK Opyrun (marictepcbkunn)

Fany3b 3HaHb 17 - EneKTpoHika, aBTOMaTu3aLia Ta esIeKTPOHHI KOMYHiKaL,il

CneuianbHicTb 172 - ENeKTPOHHI KOMYHiKaLii Ta pagioTexHika

OcBiTHS NporpamMa Bci ON

CTaTyC gncuuvnniiHu Bubipkoa (P-kaTasnor)

<DopMa 3000yTTA BULLOI O4Ha

0oCBITU

Pik nigrotoBku, .
HocTynHo ang subopy novmHato4dm 3 1-ro Kypcy, BECHAHUIA ceMecTp

cemecTp

O6car gucumnnniHm 4 kpeg. (Nleku. 18 rog, MpakT. rog, N1ab. 36 ron, CPC. 66 rog )

CemecTpoBum

KOHTPOJIb/KOHTPOIbHI  3anik

3axoau

Po3knapg 3aHATb https://rozklad.kpi.ua

MoBa BUK/agaHH4 YKpaiHCbKa

IHopMaLis npo Nekuy,.: HaBpoubkun 1. O.,

KepiBHMKa Kypcy / Na6.: HaBpoubkun 1. O.,

BUKJ1adadiB CPC.: HaBpoubkun A. O.

Po3milleHHs Kypcy

Mporpama HaB4YaNbHOI AUCLUNINIHU
1. Onuc HaBYaNbHOI p,ucu,unniHu, ii MeTa, npeaMeT BUBYHaHHA Ta pe3yJsibTaTu HaB4YaHHA
Yomy ue uikaBo/Tpeba Bus4aTn?

KopuncHa iHopMaLis, 3aBXAN CTaHOBUTb LiHHICTb, AKy HeobxigHo obepiraTtun. Ha ubomy KypcCi
BMBYMMO OCHOBUW KpunTorpagil 415 3aXUCTY KaHaniB 3B’ A3KY i A1 3aXUCTY AAaHUX Y CXOBULLAX.

YoMy MOXHa HaBYNTUCSA (pe3y/ibTaTu HaBYaHHS)?


http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=913e5b76-ca7e-4cbd-b8c8-5f10a22a401f
http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=913e5b76-ca7e-4cbd-b8c8-5f10a22a401f
http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=913e5b76-ca7e-4cbd-b8c8-5f10a22a401f

¢ HaBYMTUCb OCHOBAM CMMETPUYHOI i acMMeTpPUYHOI KpunTorpadii.
e HaBYMTUCb BUKOPUCTOBYBATM iCHYIOYI WM paTopu 415 3aXUCTY Pi3HUX Mporpam/npucTpoiB.
e HaB4YMTUCbL CTBOPIOBATY BAACHI WngpaTopu.

K MOXXHa KOpUCTYBaTUCS HAbYyTUMM 3HAHHSIMU | YMIHHSAMW (KOMMNETEHTHOCTI)?

e HabyTi 3HaHHA 003BONATL BUKOPUCTOBYBATW iCHYOYI WndpaTopun, Hanpuknan, AES256, RSA
0J18 3aXUCTYy AaHUX HA KOMMN'tOTEepPi i Y MIKpPOKOHTpoepi.
e BukopucTtoByBaTu KpunTorpadgito A5 3aXUCTY KaHany 3B'A3KY MiXK Pi3HUMU NPUCTPOSAMMU.

2. NpepekBi3uTU Ta NOCTPEKBI3UTU AUCUUNANIHU (MICLe B CTPYKTYPHO-NOTIYHIA CXeMi
HaB4YaHHA 3a BiANOBIAHOIO OCBITHLOIO NPOrpPamMolo)

Ba>kaHe BONOAIHHA MOBaMM NporpaMmyBaHHSA HU3bKOIO i BUCOKOIO PiBHS.

Taknmn gk C/C++, C#, Python.

Arne, MO>XKHa HaBYMTUCb NPOrpaMyBaHHIO i Nif Yac NPOXOAXKEHHS KYpPCY.

Ba>kaHO BMiTK NporpamyBaTn MiKpoKoHTposaepwu, Tuny Arduino, STM32, ESP32/8266

3. 3MiCT HaBYaNbHOI AUCLUUNIHN

Tema 1. "BcTyn fo 3axucTy gaHux. Lini kpuntorpadii i cteraHorpadii”

Tema 2. "OcHoBu kpunTorpadii. CumeTpuyHa, acMMeTpuUYHa, ribpuagHa, KBaHToBa KpunTtorpadii"
Tema 3. "KpunTorpadivyHi npumiTneu, pyHKLUIi nepeTBopeHH:"

Tema 4. "He3BifHi Ta NnpuMiTUBHI noniHoMu, ABenesi rpynu, nons, Kineus, nobynosa S-Box (tabnnus
3aMiH)"

Tema 5. "MoTokoBI Wugpn"

Tema 6. "bnokosi wngpun"

Tema 7. "Pexxumu wingpysaHHa"

Tema 8. "MopiBHAHHSA AES noaibHmnx wudpis"

Tema 9. "[eHepaTopuX NCEBAO-BNNAAKOBNX NOCifOBHOCTEN"
Tema 10. "Uncposui nignuc. Mew-gpyHKUI™.

Tema 11. "AHani3 wudporpamu. Tectn NIST STS, undposa eHTponis, Tectn Diehard"
Tema 12. "RSA wudpn"

Tema 13. "Po3pobka BnacHoro wmngpy"

Tema 14. "KpunTonoria. BpasnmeocCTi anropnutMmy i peanizauii”
4. HaB4yanbHi MaTepianu Ta pecypcu

IHhbopMaLUinHi pecypcu:

1. Tectn NIST STS [EnekTpoHHUM pecypc]. - Pexxum
poctyny: https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22rla.pdf

2. Tectun Dieharder [EnekTpoHHUI pecypc]. - Pexxum



https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22r1a.pdf
https://webhome.phy.duke.edu/~rgb/General/dieharder.php

pocTtyny: https://webhome.phy.duke.edu/~rgb/General/dieharder.php

3. 1. H. BoviyexiBcbka. Kpuntorpadisa// EHumknonegisa ictopii Ykpainm : y 10 1./
peakos.: B. A. Cmonin (ronoea) Ta iH. ; IHCTUTYT icTopil YKkpaiHn HAH YkpaiHu. — K. : HaykoBa
aymka, 2009. — T. 5 : KoH — Kio. — C. 390. — 560 c. : in. — ISBN 978-966-00-0855-4.

4. O. B. lomoHavi. Kpuntorpadisa // EHumMknonegia cy4yacHoi Ykpainum : y 30 T. / pea.
kon. l. M. A13t06a [Ta iH.] ; HAH YKpainu, HTLU., — K. : IHCTUTYT eHUumMKAoNean4yHux gocaigxexHs HAH
Ykpainu, 2001-2020. — ISBN 944-02-3354-X.

5. Kpuntorpadis // JliTepaTypo3HaBya eHUuuKAonenisa : y 2 T. / aBT.-yknaa. KO. |. Kosanis. —
Kwuis : BL, «Akagemia», 2007. — T.1: A — JI. — C. 532.

HaB4YasibHUA KOHTEHT
5. MeToauka onaHyBaHHA HaB4aJZibHOI AUCLUUMAIHM (OCBIiTHBOro KOMNOHEHTA)

NabopaTopHi poboTu:

1. CtBOpeHHs hopMM aBTOpU3aLii 419 KopucTyBada (nose gna BBoOy JoriHa i napons);

2. WndpyeaHHA Yymucen 3a gonoMoroto onepalii XOR (BOHa X “cCKnafaHHsa 3a moaynem 2");

3. WndpyBaHHA TEKCTY, OAHOPA30BUM KJIHOHEM, KON AOBXWHA TEKCTY i KJlo4a O4HAKOBI.;

4. WngpyBaHHA danny ogHOpPa3oBUM KJIIOYEM, KOJIM AOBXXMHa anny 3Ha4yHo 6inblua 3a
OOBXWUHY KIO4a;

5. CTBOpeHHs uncpoBoro Nianucy, BUKopncTaHHa HASH-yHKLIT;

6. PoswmnpeHHs kaYa WndpyBaHHSA, CTBOPEHHS “raMu” 0oBinbHOI JoBXnHWU. CTaHgapT PBKDF2.

7. Po3paxyHoK iHhopMaUinHOI eHTponii, aHani3 wudporpamu;

8. Pexunmm cnmeTtpuyHoro 6no4Horo wngpysaHHsa AES, 3DES;

9. AcumeTpuyHe wngpysaHHA RSA;

10. Po3pobka BiacHOro noTokoBOro wudpy;
11. CteraHorpadgis;

12. KpunTonoris.

6. CamocTiHa poboTa cTypeHTa
HdomMalHs KoHTposbHa poboTa:

1. Po3paxyBaTu BnacHy Tabnuuio 3amiH (S-Box) 3a BKazaHMM He3BiAHUM MOJSIIHOMOM i
YTBOPKO0OYMM efieMeHToM. Tabnuua mMicTuTb 256 yHikanbHUX enemeHTiB (Yncna Big 0 o 255),
po3Mip Tabnunui 16x16. Mpuknan S-Box ana AES.

2. Hanwucatun BnacHunnm AES nogibHuin wndpaTtop 3 BUKOpUCTaHHAM Tabanui 3amiH i Tabnnui
MigACTaHOBOK.

MoniTuka Ta KOHTPOJIb
7. MoniTMKa HaBYaNbHOI AUCUUNNIHUN (OCBITHBOrO KOMMOHEHTA)
MakKCcMMyM NpakTUYHNX 3aHATb, MiHIMYM Teopil (Tinbkn HeobxigHe)
8. Buam KOHTpPOJIIO Ta pPEeUTUHIoOBa CUCTEMA OLiHIOBaHHA pe3ysbTaTiB HaBYaHHA (PCO)

1. MOTOYHUI KOHTPOJIb: YCHE | MMCbMOBE OMUTYBAHHS, iIHTEPAKTUBHI BNpPaBu Ha MPaKTUYHUX
3aHATTAX, TECTYBAHHA Ha J'IeKLI,iVIHVIX 3aHATTAX
2. MNigCyMKOBMIN KOHTPOJIb: EK3aMeH

Ha nepwoMy 3aHATTI CTYAEHTMN 03HANOMJIIOKOTLCSH i3 PEMTUHIOBOK CUCTEMOO ouiHtoBaHHSA (PCO)
ancumnnnidn, ska nobynosaHa Ha OCHOBI MN010XKEHHA NPO CUCTeMY OLLiHIOBaHHS pe3ysibTaTiB
HaBYaHH4 https://document.kpi.ua/files/2020 1-273.pdf



http://www.history.org.ua/?encyclop&termin=Kriptograf%D1%96ya
https://uk.wikipedia.org/wiki/%D0%95%D0%BD%D1%86%D0%B8%D0%BA%D0%BB%D0%BE%D0%BF%D0%B5%D0%B4%D1%96%D1%8F_%D1%96%D1%81%D1%82%D0%BE%D1%80%D1%96%D1%97_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%A1%D0%BC%D0%BE%D0%BB%D1%96%D0%B9_%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%96%D0%B9_%D0%90%D0%BD%D0%B4%D1%80%D1%96%D0%B9%D0%BE%D0%B2%D0%B8%D1%87
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%82_%D1%96%D1%81%D1%82%D0%BE%D1%80%D1%96%D1%97_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8_%D0%9D%D0%90%D0%9D_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%83%D0%BA%D0%BE%D0%B2%D0%B0_%D0%B4%D1%83%D0%BC%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%83%D0%BA%D0%BE%D0%B2%D0%B0_%D0%B4%D1%83%D0%BC%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B5%D1%86%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0:%D0%94%D0%B6%D0%B5%D1%80%D0%B5%D0%BB%D0%B0_%D0%BA%D0%BD%D0%B8%D0%B3/9789660008554
http://esu.com.ua/search_articles.php?id=1576
https://uk.wikipedia.org/wiki/%D0%95%D0%BD%D1%86%D0%B8%D0%BA%D0%BB%D0%BE%D0%BF%D0%B5%D0%B4%D1%96%D1%8F_%D1%81%D1%83%D1%87%D0%B0%D1%81%D0%BD%D0%BE%D1%97_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%94%D0%B7%D1%8E%D0%B1%D0%B0_%D0%86%D0%B2%D0%B0%D0%BD_%D0%9C%D0%B8%D1%85%D0%B0%D0%B9%D0%BB%D0%BE%D0%B2%D0%B8%D1%87
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%86%D1%96%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D0%B0%D0%BA%D0%B0%D0%B4%D0%B5%D0%BC%D1%96%D1%8F_%D0%BD%D0%B0%D1%83%D0%BA_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%83%D0%BA%D0%BE%D0%B2%D0%B5_%D1%82%D0%BE%D0%B2%D0%B0%D1%80%D0%B8%D1%81%D1%82%D0%B2%D0%BE_%D1%96%D0%BC%D0%B5%D0%BD%D1%96_%D0%A8%D0%B5%D0%B2%D1%87%D0%B5%D0%BD%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%82_%D0%B5%D0%BD%D1%86%D0%B8%D0%BA%D0%BB%D0%BE%D0%BF%D0%B5%D0%B4%D0%B8%D1%87%D0%BD%D0%B8%D1%85_%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%B6%D0%B5%D0%BD%D1%8C_%D0%9D%D0%90%D0%9D_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%82_%D0%B5%D0%BD%D1%86%D0%B8%D0%BA%D0%BB%D0%BE%D0%BF%D0%B5%D0%B4%D0%B8%D1%87%D0%BD%D0%B8%D1%85_%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%B6%D0%B5%D0%BD%D1%8C_%D0%9D%D0%90%D0%9D_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
https://uk.wikipedia.org/wiki/%D0%A1%D0%BF%D0%B5%D1%86%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0:%D0%94%D0%B6%D0%B5%D1%80%D0%B5%D0%BB%D0%B0_%D0%BA%D0%BD%D0%B8%D0%B3/944023354X
https://archive.org/details/literaturoznavchat1/page/n532/mode/1up?view=theater
https://uk.wikipedia.org/wiki/%D0%9B%D1%96%D1%82%D0%B5%D1%80%D0%B0%D1%82%D1%83%D1%80%D0%BE%D0%B7%D0%BD%D0%B0%D0%B2%D1%87%D0%B0_%D0%B5%D0%BD%D1%86%D0%B8%D0%BA%D0%BB%D0%BE%D0%BF%D0%B5%D0%B4%D1%96%D1%8F
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%B2%D0%B0%D0%BB%D1%96%D0%B2_%D0%AE%D1%80%D1%96%D0%B9_%D0%86%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%87
https://uk.wikipedia.org/wiki/%D0%90%D0%BA%D0%B0%D0%B4%D0%B5%D0%BC%D1%96%D1%8F_(%D0%B2%D0%B8%D0%B4%D0%B0%D0%B2%D0%BD%D0%B8%D1%87%D0%B8%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80)
http://chtyvo.org.ua/authors/Kovaliv_Yurii/Literaturoznavcha_entsyklopediia_U_dvokh_tomakh_T_1.djvu
https://en.wikipedia.org/wiki/Rijndael_S-box
https://document.kpi.ua/files/2020_1-273.pdf

30KpeMa, PenTUHI CTYAEeHTa 3 AUCUUNNIHN CKNafa€eTbcsa 3 6aniB, 9Ki MOXXHa OTPMMaTK 3a yCHeE i
MMCbMOBE OMUTYBAHHSA, BUKOHAHI iIHTEPaKTUBHI BNPaByM Ha NPAKTUYHUX 3aHATTAX, TECTYBAHHSA Ha
NeKUinHNX 3aHATTAX, NabopaTopHi poboTu.

B pe3ynbTaTi, MakCMManbHUI cepeaHin Baroeuin 6an OOpPIiBHIOE:
yCHe i nucbMoBe onnTyBaHH = 10 6anis
iHTEPaKTUBHI BNpaBn Ha NPakTUYHMX 3aHATTAX = 10 6anis
TeCcTyBaHHSA Ha NeKUinHUX 3aHATTAX = 20 6anis
nabopaTopHi poboTn 12+5=60 6anis

3rigHo 3 NMosI0>KEHHAM MPO MOTOYHUIN, KANEHOapPHUI Ta CEMECTPOBUN KOHTPOIb pe3ynbTaTiB
HaB4aHHA B KTl iM. Iropsa Cikopcbkoro (https://kpi.ua/document _control) kKaneHaapHUI KOHTPOb -
aTecTauia - NpoBoAnUTbLCA Ha 7-8 Ta 14-15 TUXKHAX KOXKHOIro CeMeCcTpy HaBYaHHSA i peanisyeTbcs
LWAXOM BM3HA4YeHHS piBHA BiAMOBIAHOCTI NMOTOYHOrO PENTUHIY YCMILWHOCTI CTyOeHTa 3a
BM3Ha4vyeHuMn B PCO Kputepiam.

Ha nepenoCTaHHbLOMY 3aHATTI CEMeCTpPYy NPOBOANTLCSA NiACYMKOBUN PO3PaxXyHOK PENTUHIOBOI
ouiHkM RD cTyaneHTaM, 0oaaloTbhCa 3a0X04yBasbHi 6ann 3a TBop4y poboTy.

CTtyneHTn, aki Habpanm HeobxioHy KinbkicTb 6anie (RD=60), MatOTb MOXJINBICTb:

e OTPUMATU 3aJiKOBY OLiHKY (€K3aMeH) Tak 3BaHMM «aBTOMATOM» BiANOBiAHO 00 HabpaHoro
penTnHry. B TakoMy pasi A0 3a/ikOBO-eK3aMeHaLlinHOT BiLOMOCTI BHOCATbLCA 6anu RD Ta
BiAMOBIAHI OLLIHKWK

CTyneHTn, aki Habpanm NpoTAromM ceMecTpy penTUHr meHwe 60 6anis (ane He meHwe 30 6anis),
3060B’593aHi BUKOHYBaTK €K3aMeHalilnHy KOHTPOJIbHY poboTy.

CTyneHTn, 9Ki He BMKOHann nabopaTopHi poboTn, 0O ek3aMeHy He O0MNyCKaloTbCs

Tabamusa BignoBiAHOCTI pedTUHroBMx 6aniB oLiHKaM 3a YHIBepPCUTETCbKOIO LLIKaJIolo

KinbkicTtb 6anie OuiHka
100-95 BigMiHHO
94-85 Oyxxe nobpe
84-75 HNobpe
74-65 3a40BiNbHO
64-60 JocTaTHbLO
MeHwe 60 He3apnoBinbHO
He BUKOHaHi yMOBU OOMNYCKY He ponyuweHo

9. opaTkoBa iHpopMauisa 3 agucumnniim (OCBiTHbOro KOMMNOHEHTa)
Mpuknagn ek3amMeHauiNnHUX 3annTaHb:

LLlo Take ceMepuyHa KpunTtorpadgia?

LLlo Take acuMmeTpuyHa KpunTtorpadia?

Konnm BUKOPUCTOBYIOTb BIOKPUTUN KJOY LWUNGDPYBaHHA?
Ko BUKOPUCTOBYIOTb CEKPETHUIN KJIOY LUNPYBaHHA?
LLlo Take iHpopMaUiiHa eHTponia?

LLlo Take ramyBaHHA?

Lo Take wngporpama?

Konn BUKOPUCTOBYIOTb B104HI Wwndpu?

ONoUAEWNKR


https://kpi.ua/document_control

9.
10.
11.
12.
13.
14.

Kosn BUKOPUCTOBYIOTb MOTOKOBI LWNhpK?

OCHOBHI KpunTOorpadgivyHi NpUMITNBN?

SAKi monNynsApHi CTaHOapTV WNGPYBaHHA?

YuM BiApPI3HAETBCA NPaKTUYHA Bi TEOPEeTUYHOI KPMNTOCTINKOCTI Wndpy?
LLlo Take Bpa3nmBicTb peanizauii wugpy?

Aki 6yBaloTbh peXXUMu WNdpPyBaHHA?

15. ...

Oonuc matepiasnbHO-TEXHIYHOro Ta iHgpopMauiiHoro 3abesne4yeHHa [UCUNNITIHN

IDE Visual Studio gna Python, C#

STM32CubelDE abo IDE Arduino (Atmel Studio) gnsa C/C++

BukopucTtoByemo B niabopaTopHux poboTax komn'toTep, nnatm STM32F4Discovery abo Arduino Uno
(mnwemo kop nig ATMega328 abo STM32F401), B 3a/1€)KHOCTI Bif PiBHA NiArOTOBKW rpynu.

Pobo4y nporpamy HaBYasibHOI gucuuniiHu (cnnabyc):

CknapeHo Haspoubkuin 1. O.;

YxBaneHo kacepnpoto MPE (npoTokon Ne 06/2023 Big 22.06.2023 )

MorogxeHo MeToAnYHOK KOMiciElo PakynbTeTy enekTpoHikv (npotokon Ne 06/23 Big 29.06.2023 p.)
MoromkeHo MeToaAMYHOK KOMiIciel PagioTexHiyHoro dpakynetety (npoTokon Ne 06-2023 Big 29.06.2023 p.)



http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=913e5b76-ca7e-4cbd-b8c8-5f10a22a401f

